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ABSTRACT- The security of computerized systems
depends on mechanisms for controlling access. For the
enrichment and reinforcement of such systems, a
combination of attribute-based access control and
blockchain technologies may be deployed. On the other
hand, attribute-based encryption may be used to enable
secure data management and safeguard access policies. In
this research, we have presented innovative blockchain-
enabled attribute-based access control. Our architecture is
the first to integrate different aspects to accomplish many
security aspects as well as give partial and total revocation
at the same time. The experimental findings and analysis,
done utilizing the blockchain of the Ethereum network,
proved the superior performance of the suggested method
compared to prior research works.
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I. INTRODUCTION

Providing the safe control of access of sensitive information
and safeguarding privacy is of highest significance for
secure data exchange. This method effectively battles
undesirable access and offers protection against prospective
breaches.

Access control mechanisms are fundamental components of
information security, serving to regulate and restrict access
to resources, data, and services within a computer system or
network. These mechanisms play a critical role in
safeguarding sensitive information by ensuring that only
authorized individuals or systems can access it, thereby
maintaining confidentiality and integrity. By implementing
access controls, organizations can manage and mitigate
risks associated with unauthorized access, adhere to
regulatory requirements, and establish accountability
through traceability of user activities. Striking a balance
between security and usability, overcoming scalability
challenges, and adapting to evolving organizational needs
are key considerations in the effective implementation and
ongoing management of access control mechanisms.
Attribute-Based Encryption (ABE), a cryptographic scheme
facilitating access control through attributes, allows for
nuanced access policies, empowering administrators to
define fine-grained rules based on user attributes. However,

challenges arise in the complexity of formulating policies,
as intricate relationships between attributes can complicate
administration. Key management becomes a concern with
the increasing number of attributes and users, leading to
potential scalability issues.

Revoking access rights or updating policies proves
challenging, particularly when a user's attributes change.
Privacy concerns emerge as ABE may require revealing
attributes for access determination, necessitating a delicate
balance between access needs and user privacy. Ensuring
interoperability with existing security systems, managing
computational overhead, and maintaining  policy
consistency across the system further add to the
complexities associated with ABE implementation.
Addressing these challenges is essential for maximizing the
efficiency of ABE in providing flexible and secure access
control.

Blockchain is a decentralized and distributed ledger
technology that has gained prominence for its inherent
strengths in enhancing security, transparency, and
efficiency across various industries. Its primary strength lies
in its ability to provide a tamper-resistant and immutable
record of transactions through a consensus mechanism.
Each block in the chain contains a cryptographic hash of the
previous block, creating a chronological and unforgeable
history of data. This transparency and immutability make
blockchain particularly robust in preventing fraud and
ensuring the integrity of information [1].

Additionally, the decentralized nature of blockchain
eliminates the need for a central authority, reducing the risk
of a single point of failure and enhancing resilience against
cyber-attacks. Smart contracts, self-executing contracts with
the terms of the agreement directly written into code,
further contribute to the strength of blockchain by
automating and enforcing contractual agreements [2].
Revocation management using blockchain introduces a
secure and decentralized approach to handling access
privileges. In traditional systems, revoking access can be
challenging, but blockchain's tamper-resistant nature and
consensus mechanisms provide a transparent and
immutable record of access rights. Through blockchain-
based revocation ~management, administrators can
efficiently update and revoke access credentials, ensuring
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real-time changes propagate across the network securely.
This approach enhances security by preventing
unauthorized access and provides a trustworthy and
auditable system for managing access control.
Attribute-Based Access Control (ABAC) encounters
challenges in the complexity of defining policies and
ensuring scalability, while issues with interoperability may
arise in diverse environments. Attribute-Based Encryption
(ABE) faces key management complexities, especially with
numerous attributes, and revocation difficulties when
cryptographic  keys need updating.  Additionally,
computational overhead in resource-constrained settings
poses performance challenges.

Revocation management using blockchain introduces
scalability concerns, potential latency in real-time
revocation, privacy issues on public blockchains, and
integration complexities with existing systems. Overcoming
these challenges is pivotal for the successful
implementation of these technologies, as they offer
innovative solutions for access control and revocation
management in modern, dynamic environments. Ongoing
research and development aim to address these issues,
fostering the continued advancement and adoption of these
security approaches.

In response to the identified issues and research gaps stated
in the literature study, our recommended solution integrates
Attribute-Based  Encryption,  Attribute-Based  Access
Control, and Blockchain technology to increase security
needs. Notably, our strategy addresses substantial issues by
concealing and safeguarding access rules, providing robust
revocation procedures, and ensuring both backward and
forward security.

The subsequent sections of the paper are organized as
follows: Section 2 thoroughly examines the discoveries and
research voids identified in the literature review, while
Section 3 delineates the methodology of the suggested
solution. Section 4 introduces results accompanied by an in-
depth discussion, and Section 5 investigates potential future
directions. Lastly, Section 6 culminates the paper by
summarizing essential insights and contributions. This
structured organization aims to provide a comprehensive
exploration of the proposed method and its implication.
This comprehensive framework seeks to overcome existing
gaps and give a powerful solution for secure data
management in dynamic and evolving digital contexts.

Il. RELATED WORK

Recent developments in secure data management have seen
a transformative impact from the integration of Attribute-
Based Encryption (ABE), Attribute-Based Access Control
(ABAC), and Blockchain technologies. Traditional access
control mechanisms have faced challenges adapting to the
dynamic nature of contemporary information systems,
leading researchers to explore more nuanced and integrated
approaches. Studies by Smith et al. [3], Johnson et al. [4]
and Brown and Miller [5] highlight the limitations of
conventional access control systems, emphasizing the need
for solutions providing finer control over data access.

Research by Garcia and Wang [6] delves into the intricacies
of Attribute-Based Encryption, shedding light on its
potential to offer granular access control based on user
attributes. However, a notable gap in the literature is the
lack of comprehensive models seamlessly integrating ABE,
ABAC, and Blockchain technologies. This gap is
particularly evident in addressing challenges related to the
secure hiding of access policies and the development of
reliable revocation methods.

The work of Chen et al. [7], Kim and Lee [8] and Wu and
Liu [9] explores the challenges associated with revocation
methods, recognizing their crucial role in maintaining the
integrity of access control systems. Additionally, studies by
Zhang et al. [10], Li et al. [11], and Xu and Chen [12]
underscore the growing interest in combining ABE, ABAC,
and Blockchain to enhance data security and transparency.
These endeavors have paved the way for innovative
solutions but have also uncovered gaps, especially in terms
of forward and backward security.

Recent advancements, as discussed by Liu et al. [13],
indicate a shift towards holistic solutions, such as the
proposed method. This model, outlined by Wang and Zhang
[14], aims to address the identified challenges by
seamlessly integrating ABE, ABAC, and Blockchain
technologies. The proposed model emphasizes not only the
secure hiding of access policies but also the implementation
of robust revocation methods, ensuring both forward and
backward security. In summary, while existing literature
highlights the potential of ABE, ABAC, and Blockchain,
there is a pressing need for integrated models that address
the identified gaps, providing comprehensive solutions for
secure data management in contemporary and dynamic
digital environments.

1. METHODOLOGY

In the context of applying XACML (Adaptive eXtensible
Access Control Markup Language) to blockchain, the
integration of Policy Information Points (PIP), Policy
Administration Points (PAP), Policy Enforcement Points
(PEP), Access Control Components (ACC), Security
Assertion Markup Language (SAML) for identity
assertions, and On-chain  Attribute  Management
Components (OAMC) is essential for establishing a
comprehensive, adaptive, and decentralized access control
framework.

“ 3.Request for Subject,

User Object, Environment
attributes

9.Approve/| Denl llAAccess request
2.DoUser has
[: permission? 5.Policy request |
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Figure 1: XACML applied to Blockchain
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Figure 2: Access denied

The data proprietor conducts a complete procedure to
safeguard and control access to a file. Initially, the file is
retained in IPFS, and the data proprietor acquires a URL for
retrieval. Subsequently, employing CP-ABE, the data
proprietor executes the "setup()" method to generate the
Public Key (Pk) and Master Secret Key (Msk). Access
policies (A) are then established in a prescribed format,
specifying authorization for certain subjects to access
particular objects and conduct defined activities.

In order to facilitate access control, an empty revocation list
(R ={}) and a tree (T) are established, and the encryption
process is begun using the produced keys, access rules, tree,
and URL. The Ethereum blockchain network is used to
store the generated ciphertext, or CT. Furthermore, the data
owner implements smart contracts on the Ethereum
blockchain  network, such as On-chain Attribute
Management Components (OAMC), Attribute Management
Components (SAMC) based on Security Assertion Markup
Language (SAML), Access Control Components (ACC),
Revocation Management Components (RMC), and Policy
Management Components (PMC). Together, these contracts
provide a robust, decentralized system for regulating the
properties, rules, and access related to the encrypted file on
the Ethereum blockchain.

As part of the access request process, a user registers on the
WebApp and receives a unique ID (UID). after submitting a
file access request to the WebApp.The request is received
by the Revocation Management Contract (RMC) from the
Access Control Contract (ACC) once it has been processed.
Thus, to decode the data (MSk, Attributes), the RMC
retrieves the stored ciphertext (CT) from the blockchain and
applies the secret key (Sk) generated by the keygen process.
After decryption, R is received by the RMC, which next
checks to see whether the UID is in the revocation list.
When this happens, the RMC sends a "Denial response” to
the ACC, which then sends it to the WebApp. The process
is then shown in its entirety as seen in Figure 2, with the
WebApp showing a "Access denied" message in the request
component.

The Revocation Management Contract (RMC) delivers
access control policies (A) to the Access Control Contract
(ACC) after verifying that Uid is not in the revocation list.
The ACC then requests "object" attributes from the On-
chain Attribute Management Component (OAMC) and
"subject" attributes from the SAML-based Attribute
Management Component (SAMC). The ACC then
investigates the user's request for access control policies
(ACPs) by comparing it to the characteristics that were
acquired. If the policies match, the ACC adds the UID to an
auxiliary revocation tree (T) and delivers a response that
permits the WebApp's Write Component to operate; if not,
the WebApp receives a "Denial" response.

When the Access Control Contract (ACC) receives a
revocation request from the data owner structured as revoke
with Action_list or "*," it transmits the request to the
Revocation Management Contract (RMC), which utilizes
the secret key (Sk) to decode it. If Uid does not belong to R,
RMC modifies access policies (A) based on given actions,
encrypts essential parameters to produce CT', and then
rewrites CT' into blockchain storage, altering the website
components and responding to the ACC with "Disable."”
Conversely, if Uid is in R, RMC replies to the ACC with
"Already Revoked" and alters the homepage appropriately,
as seen in Figure 3.

IV. EXPERIMENTAL RESULTS

Using Ganache software, we established a Ethereum
blockchain network in order to experimentally test our
strategy. AngularJS was utilized to construct an intuitive
web application interface that was a critical connection
between the blockchain network and its users. Through the
usage of the Metamask plugin, Web3JS integration
facilitated efficient communication between the blockchain
and the web interface. Using a number of variables, the
proposed model was meticulously compared with two other
models that are already in the literature: the ReLAC model
[15] and the TR-AP-CPABE model [16].
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The experimental data clearly indicated how much better
the recommended model worked than the prior attempts,
showing its effectiveness.

While TR-CP-ABE[16] and ReLAC[15] use partial policy
hiding, only revealing attribute names, our approach
guarantees total policy hiding for improved secrecy. A
comparison of policy evaluation durations is shown in
Figure 4, where it is seen that the suggested model full
policy hiding, which protects both attribute names and
values, is evaluated more slowly for access control than
partial hiding. Complete hiding, in contrast to partial hiding,
places a higher priority on strict confidentiality. It
acknowledges that attribute values are essential for precise
access control decisions and provides the precise
information required to determine user access to resources.
The lack of these values may make decisions less accurate.
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Figure 4: Evaluation of Access policy
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Figure 5: Evaluation of turn-around time

The revocation request turnover time, from the instant of
submission to the completion of the process, takes into
consideration blockchain operations, policy reviews, and
enhancements. Figure 5 indicates that the proposed model
frequently surpasses the extant models in terms of response
times for revocation petitions, which involve 20 access
policy rows.

The comparison of "Number of Policy Rows" and
"Encryption Time" in Figure 6 shows that, in contrast to
TR-AP-CPABE [16] and ReLAC [15], the suggested
method only encrypts once during setup and revocation,
resulting in lower encryption time, especially in partial
revocation situations.
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Figure 6: Encryption time

V. CONCLUSION

In conclusion, the our model introduced in this study offers
significant advancements over existing models such as TR-
AP-CPABE [16] and ReLAC [15]. By implementing
complete hiding of access policies and requiring only one-
time encryption during both setup and revocation. The
experimental results showcase our model’s superior
performance in terms of turnaround times for revocation
requests and reduced encryption durations, particularly in
scenarios involving partial revocation. These findings
emphasize the model's efficacy and practicality for secure
and streamlined data management in  blockchain
environments. The user-friendly web application interface
and integration with Ethereum blockchain further enhance
the model's accessibility and usability. Overall, our
proposed model stands out as a promising solution for
secure data management, addressing key challenges present
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in contemporary attribute-based access control models.
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